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About This Document 
This document is supplied as a part of Alstom Grid’s e-terrapowercom system. 

Purpose of This Document 
This manual provides necessary information for operation and maintenance of networks based on e-
terrapowercom product. 

Who Should Use This Document 
This document is suitable for system engineers with some knowledge of communication network design and 
operation. 

No prior knowledge of any Broadband Power Line Communication system is required. 

Structure of This Document 
• Chapter 1 gives an outline of e-terrapowercom system features. 

• Chapter 2 provides details about specific BPLC features from signal transmission to networking 

• Chapter 3 describes system operations using the Web Manager 

• Chapter 4 is dedicated to troubleshooting 

For More Information 
For instructions regarding hardware (modems or couplers) installation and maintenance, please refer to the 
corresponding Installation Manual. 
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Conventions 
The following acronyms are used throughout this document: 

AMR/AMI Automatic Meter Reading/Infrastructure 

ARP Address Resolution Protocol 

BPC Bit Per Carrier 

BPLC Broadband Power Line Communication 

DHCP Dynamical Host Configuration Protocol 

EP End-Point 

HE Head-End 

HF High Frequency 

HMI Human Machine Interface 

HTTP(S) Hyper Text Transfer Protocol (Secured) 

ICMP Internet Control Message Protocol 

IP Internet Protocol 

LR Long Range 

MAC Medium Access Control 

NAT Network Address Translation 

NR Normal Range 

NTP Network Time Protocol 

OFDM Orthogonal Frequency Division Multiplexing 

PSD Power Spectral Density 

QoS Quality of Service 

REP Repeater 

SNMP Simple Network Management Protocol 

SNR Signal to Noise Ratio 

(R)STP (Rapid) Spanning Tree Protocol 

SCADA Supervisory Control And Data Acquisition 

TCP Transmission Control Protocol 

ToS Type of Service 

UDP Use Datagram Protocol 

URL Uniform Resource Locator 

VLAN Virtual Local Area Network 

VoIP Voice over IP 

VPN Virtual Private Network 
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1. System outlines 
e-terrapowercom modems are intended to be used in Medium or Low Voltage environments to build 

broadband networks over electrical grids. 

Typical applications are: 

• Distribution management systems: SCADA, AMR/AMI, etc. 

• Audio/Video services : VoIP, video surveillance, etc. 

• Private network access for utility workers 

• IP local access networks in general 

Modems are designed to be settled in substations or on poles and connected to the grid through couplers. 

e-terrapowercom modems use a technology compliant with the industry standard issued by the Open PLC 

European Research Alliance (OPERA). 

The outlines of e-terrapowercom technology are: 

• Adaptive OFDM modulation 

• Various selectable channels 

• BPLC network architecture management with frequency planning 

• Deterministic MAC layer allowing QoS management 

• Full Ethernet bridging support including VLAN tagging 

• Advanced network integration features such as STP/RSTP 

• Remote configuration, monitoring and upgrade 
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2. BPLC System Description 

2.1 Signal transmission 

2.1.1 Hardware Types 
There are two hardware types operating in different configurable frequency bands: 

• ‘Normal Range’: [2 - 34 MHz] referred to as NR in this document 

• ‘Long Range’: [1 - 17 MHz] referred to as LR in this document 

LR modems can achieve a better coverage than NR thanks to: 

• using a lower part of the spectrum, 

• a shorter bandwidth allowing an increased output power spectral density (output PSD). 

Maximum throughputs of NR and LR modems are shown in the following table: 

Hardware Type Relative Output PSD 
(dB) 

Frequency 
Bandwidth 

Maximum 
Throughput 

LR 0 5 42 

LR -3 10 84 

LR -4.5 15 100 

NR -3 10 84 

NR -6 20 150 

NR -7.5 30 205 

Table 1 – Hardware Types 
 

2.1.2 Signal Modes 
Normal Range modems have a preset list of ‘signal modes’ corresponding to various frequency bands with 
specific modulation schemes. 

Two modems can only synchronize if they use the same signal mode. Two pairs of modems connected to the 
same power grid and using different signal modes with overlapping frequencies will not synchronize but 
interfere with each other. This must be avoided. 

The selected signal mode must match the propagation characteristics between each pair of communicating 
modems. 

 

Longer distances provide higher attenuation in the 
upper part of the spectrum. Thus, it is necessary to use 
lower frequencies over longer distances 
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System’s modulation uses 1536 carriers. The real 
throughput results from the signal quality of each 
independent carrier. 

The frequency mode must fit to the channel response so 
signal power is concentrated in the useful band 

 

Higher frequency bandwidth corresponding to faster modulation also results in better latency performance. 

 

2.1.3 Hardware Filters 
Modem’s default hardware filter is a band-pass over the complete frequency range, 2 to 34 MHz in NR and 1 
to 17 MHz in LR. In order to avoid adjacent channel interferences, modems located in the same substations or 
near to each other must use additional hardware filters. A selectable filter is embedded in the v2.x modem for 
this purpose. 

 

2.1.4 Power masking / Notching 
It is possible to digitally suppress some carriers by the application of a ‘power mask’ also referred as ‘notch’. 

Carriers are suppressed on emission only (TX). 

Power masks can be used to eliminate interferences affecting foreign systems. It can also be used to create 
custom signal modes to occasionally avoid frequency planning limitations. 

 

2.1.5 Tx / Rx Gains 
Every modem uses a single High Frequency transceiver with separate transmission (Tx) and reception (Rx) 
chains. All the connections with neighboring BPLC modems may be affected when changing the parameters 
of the transceiver. 

Tx gain must be set manually so the relative output PSD can be controlled.  

Rx chain includes an Automatic Gain Control. Although it is not recommended, automation can be disabled 
and the Rx gain set to a fixed value. 

Note: the two front access BPLC ports of the modem are part of the same transceiver. 
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2.2 BPLC Networking 

2.2.1 BPLC network basics 
A BPLC network comprises two or several modems/nodes connected to the same power grid, operating with 
the same signal mode and sharing medium access on a time division basis. 

Within a BPLC network, all transmissions are coordinated by a single modem defined as Head-End (HE). Other 
nodes must be either Repeaters (REP) or End-Points (EP). 

 

Figure 1 – Simple BPLC network 
A token circulates within the BPLC network. Only one modem is allowed to transmit at a time. 

The Head-End is responsible for token distribution to all nodes although some of them are only reachable 
through repetition. 

Node types are related to a master or/and slave role regarding association/authentication and routing 
functions: 

• The Head-End is a master 

• An End-Point is a slave 

• A Repeater is both slave and master (for other slave peers) 
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2.2.2 Network Association Process 
Association is an automatic process to attach a new slave node to a master from an existing BPLC network. 

The association process is iterative and starts from the Head-End. As soon as the Head-End is configured as 
such, it can enroll other nodes in the network. Once a Repeater is attached to the network, it can enroll other 
slave nodes. 

The result of association process is a tree topology with the Head-End at the root, End-Points at the leaves 
and Repeaters in between. Repeater can also be at the leaves when they have no End-Point attached. 

 

Figure 2 – BPLC Network’s Tree Architecture 
 

All associated nodes are involved in the token distribution. 

A node remains associated with a repeater as long as the repeater stays associated with its own master.  

Association results of 3 independent processes: 

• Link search & Best Master Protocol on slave side 

• Authentication on master side 

All master nodes of a BPLC network frequently send ‘access frames’ into the power line medium. An 
unassociated slave can scan the medium to define which master is best to be attached to and respond to the 
corresponding ‘access frame’. The elected master can then decide to attach or reject the slave depending on 
a configurable policy. If the slave is rejected, it selects a second master for a second association attempt.  
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Figure 3 - Slave Node’s Association Algorithm flowchart 
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2.2.2.1 Link search – Signal Mode Scanning  

Slaves can be configured with a list of signal modes and successively scan the corresponding frequency 
bands until they establish a link with a master. They stop scanning for other signal modes as long as they are 
synchronized. 

For fixed network topology, it is highly recommended to configure slaves with the least number of signal 
modes. Scanning the complete set of modes drastically increases synchronization time, especially for long 
chains of repeaters. 

For temporary ‘frequency vs. coverage’ type of tests only, it is recommended to enable all the modes in the 
slaves. Only the Head-End has to be reconfigured to switch the signal mode for all nodes. 

 

2.2.2.2 Best Master Protocol 

The ‘Best Master Protocol’ is based on statistics built by a slave surrounded by several masters (Head-End 
and/or Repeater) from the same network. 

Before association, the slave can send association requests to the best rated master first, then the second, 
and so on until it receives a positive answer. 

After association, the node keeps on building statistics on neighboring masters and periodically challenges 
the selection of the master. If a preferable master is seen, the node can try to change its attachment. 

Note: a node cannot get any information about any other foreign network using a different signal mode so it 
cannot spontaneously detach from the current one to associate with the second. 

This algorithm was built to optimize network performance in a plug and play deployment. Nevertheless, it is 
based on very fast channel estimations performed by slave nodes and it is very sensitive to time dependent 
factors, such as noise and nodes temporary unavailability. Due to this limitation, it is not trustable in every 
situation. 

As a consequence, it is possible to override slave’s decisions by configuring either: 

• A preferred master. If not present, the selection is based on regular criteria 

• A fixed master. The node cannot associate with any node but the one defined as its fixed master. 

 

2.2.2.3 Authentication 

Authentication is a configurable policy for a master to accept the association of given slaves. 

Authentication can be disabled so the master can accept association requests from any slave. 
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2.2.2.4 Application to MV grid deployment 

In seldom cases of MV deployment, the signal propagation over the grid only allows a single possible 
configuration such as in the example below where all nodes can only reach their direct neighbors.  

 

 

Figure 4 –MV Architecture Example 
 

However it usually happens that some of the nodes can see more than their direct neighbors and it is then 
necessary to force the system to adopt an efficient topology scheme. See the new example below. 

Option 1: the link between the 2
nd

 repeater and the Head-End is good enough and it allows less repetition 
from the Head-end to the End-Point. 

 

 

Figure 5 – Repeater Chain (1st option) 
 

Option 2: the link between the 2
nd

 repeater and the Head-End is poor and unstable. A connection through the 
1

st
 Repeater is preferable. 

 

 

 

Figure 6 – Repeater Chain (2nd option) 
 

If authentication and association policies are permissive, the network relies on the Best Master Protocol to 
establish in real time the topology scheme. This can lead to variable network performance and instability. 
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2.2.3 BPLC Bridging & Routing 
BPLC interfaces can bridge Ethernet frames between the inner BPLC cell and outer Ethernet networks. 

 

Figure 7 – Ethernet Bridging 
All BPLC nodes have a routing feature to forward Ethernet frames from/to its pear nodes (master or slave 
nodes) according to the frames final destination. Ethernet frames are forwarded from node to node until they 
reach their final destination network or device. 

Every BPLC node keeps track of its connected pears at any time and allocates them virtual ports ID. It also 
learns MAC addresses locations in a Bridge table so it can pass on unicast frames from source to correct 
destinations like an Ethernet switch. 

Note: this only describes the BPLC interface. For IP routing vs Ethernet switching, please refer to section §2.3.1. 
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2.2.4 Frequency Division Multiplex 
In order to achieve a complete coverage of a large power grid, a single BPLC network might not be enough 
because scale is a very limiting factor for cells performances (throughput, latency, etc.). 

Nonetheless it is possible to build a larger network by a juxtaposition of BPLC network cells connected 
together with Ethernet. All neighboring cells use different modes, run autonomously and do not offer mutual 
interferences. and Their network performances are completely independent. 

In the example below, 3 autonomous cells cover 3 complementary parts of a power grid. The redundant 
topology of the grid also provides a redundancy feature to the overall network. 
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Figure 8 – Multiple BPLC Network Cell Architecture 
Obviously, there can be network bottlenecks on some traffic scenario depending on cells’ individual 
performances and the way they are connected together. For instance, the traffic coming from the green R4 to 
the blue Head-End will go across the green and blue cells and one may limit the data rate. Hence, diagnostic 
and search for improvement can be done independently on each cell. 
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2.3 Advanced Network Integration 
In order to be integrated to different TCP/IP/Ethernet network types supporting various services, BPLC system 
have the following features: 

• Ethernet Switching 

• IP Routing and NAT 

• Rapid Spanning Tree Protocol (RSTP) 

• 802.1q VLAN tagging 

• Quality of Service 

• MAC addresses filtering 

• DHCP server 

• Port Forwarding 

• VPN IPsec client 

2.3.1 Switching / Routing 
A BPLC modem comprises 1 BPLC and 4 Ethernet interfaces.  

The modem can be set in 1 of the 2 following modes: 

• Switching mode: all interfaces are connected 
to a Layer 2 Ethernet switch 

 

 

• Routing mode: a NAT is set between BPLC 

side and Ethernet side.  

 

Only the switching mode supports VLAN tagging. 

Routing mode enables the Port Forwarding feature. 
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2.3.2 Rapid Spanning Tree Protocol 
Rapid Spanning Tree Protocol is enabled by default with two separate instances: 

One for the 4 Ethernet ports to prevent local Ethernet network loops. 

 

Eth 1

Eth 2

Eth 3

Eth 4

BPL 1

BPL 2

e-terrapowercom

Ethernet Switch

 

Figure 9 – Network loop prevention on Ethernet side 
 

One for the BPLC port to increase the reliability of the bridge tables content in case of frequent re-
associations. 

Note: RSTP will not act if there is a loop involving both Ethernet and BPLC links. See the example below: 

 

 

Figure 10 - Network loop example 
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2.3.3 VLAN 
In switching mode, the BPLC modem supports 802.1q Ethernet VLAN tagging. 

Ethernet interfaces can be configured as: 

• access ports to automatically tag ingress frames with PVID and untag egress frames, 

• trunk ports to forward ingress and egress frames without altering tags. 

BPLC interface is always set as a trunk of 15 VLAN maximum. Unless very specific network requirements, all 
VLAN IDs declared on the Ethernet interfaces shall be added to the BPLC trunk.  

Example: this modem allows 3 VLANs. 1 VLAN is dedicated to the administration of the modem. Ethernet 1 is 
defined as a trunk, allowing all 3 VLANs.  

BPLC

Network

BPLC

(trunk)

Eth 1

(trunk)

Eth 2

(access)

Eth 3

(access)

Eth 4

(access)

Modem 

administration

 

Figure 11 - VLAN access/trunk example 
Note: a repeater will not propagate any VLAN across the BPLC network unless the VLAN ID is declared in the 
BPLC trunk. For easier operations, ensure every existing VLAN is declared in every modem’s BPLC trunk 
interface.  

2.3.4 Quality of Service 
BPLC system is designed to provide network Quality-of- Service for cases when packets must have higher 
priority or lower latency requirements than others. 

If QoS is enabled in the BPLC network, all modem inspects incoming frames from the Ethernet ports and 
assign the priority corresponding to either: 

• 802.1p tag of VLAN tagged Ethernet frames, 

• ToS field of IP packets, 

• custom rules based on pattern detection on Ethernet frames. 

• Inside the BPLC network, QoS is achieved by: 

• Separate frames buffers in every modem with local congestion management policy. In case of 
congestion, higher priority frames will leave first, 
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• Dynamical token assignment rules controlled by the Head-End. Token distribution has to be fast 
enough to allow modems to transmit frequently and keep the overall latency across the network as 
low as required by some services (ex: VoIP). 

2.3.5 Mac Addresses filtering 
Every Ethernet port can support a separate filtering policy that can be: 

• Disabled: accept any ingress frame, 

• White List: accept only ingress frames with identified source addresses, 

• Black List: reject only ingress frames with identified source addresses. 

2.3.6 DHCP Server 
A built-in DHCP server can run in every BPLC modem.  

In switching mode, the server can answer to clients through both Ethernet and BPLC interfaces but only in the 
same VLAN than the Web Manager. 

In routing mode, the server can answer to clients only through Ethernet interfaces. 

It is possible to define: 

• a pool of IP addresses for dynamic assignment, 

• and/or a list of MAC / IP correspondences for static assignment. 

Note: IP addresses must be part of interface IP1 subnet 

2.3.7 Port Forwarding 
When configuring the modem in routing mode, the NAT is automatically set between BPLC interface and 
Ethernet ports. 

IP addresses in the local Ethernet network cannot be accessed from the BPLC network. 

The Port Forwarding feature allows redirection of traffic from public to private area. Traffic must be identified 
by destination TCP or UDP port and is redirected to a private area IP address with a given TCP or UDP port. 

2.3.8 VPN IPsec Client 
One or several tunnels can be originated from the modem to one or various destination. 

Note: for advanced IPsec configuration, please contact your technical support. 
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3. System Operation 
All the system operation is done through a web interface embedded in every modem. This HMI is hereby 
referred to as Web Manager. 

It is also possible to monitor the device via SNMPv3 (read only) requests. (Please contact your technical 
support for more details) 

3.1 Web Manager 
The web manager is accessible from standard web browsers using HTTP (default) or HTTPS for strengthened 
cyber-security. 

For optimal performance, please use one of the following versions: 

• Microsoft Internet Explorer 10 or 11, 

• Mozilla Firefox, 

• Google Chrome. 

To access the Web Manager, open a browser and type the IP address of the modem in the ULR bar. Ex.: 
http://192.168.1.1. 

The Web Manager login page appears and shows: 

• a top bar with a logo and modem identification information, 

• an intermediate horizontal bar with two selectable tabs (Home and Login), 

• a main area with a login form. 

 

Fill-up the login form and access the complete Web Manager page. 

Important: factory default credentials are 

Login: ge   Password: ge 

 

The intermediate tab bar shows additional tabs Status and Configuration and their sub-tabs. 

Browse the Status tab for monitoring the device on: 
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• BPLC activity 

o Current network topology 

o Established BPLC connections quality 

o Advanced features status 

• TCP/IP/Ethernet networking activity 

o Check connectivity, route and bandwidth to any IP host 

o ARP and Bridge tables 

o Ethernet interfaces status 

o VPN connections status 

• System logs 

 

Browse the Configuration tab to: 

• change config parameters 

• save or load a complete config 

• restart the modem 

 

While browsing the Configuration tab, all parameters changes are temporarily stored.  

After any change, a bar raises from the bottom of the page with two buttons: 

• Clear Changes to reset all parameters to the current config values 

• Apply Changes to apply the changes to the current config of the device. 

 

 

Before leaving the Configuration tab (for Status or Home), it is mandatory to either Apply or Clear the changes. 

 

Fields and buttons have consistency checks triggering warning and error messages display on the right hand 
side of the page. It is mandatory to correct every error before leaving a sub-tab. 

 

Logging out, closing the browser’s window or using the browser’s refresh button automatically clear 
parameters changes. Upon one of those events, it is necessary to login again and the Configuration tab shows 
the current configuration. 
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MAC addresses bytes are always separated by “:” colons. 

Configuration tables and lists have fields for typing new values and an add button. 

 

Status tables and pages show static information. When available, a Refresh button permits the user to 
manually trigger an information update.  

 

Some pages have an Automatic Refresh button to trigger periodically the update. Click this button to enable 
or disable the automatic refresh process. 

 

While collecting monitoring or configuration data, the Loading icon appears in the bottom right hand side of 
the page. 

 

While applying changes, the page is blocked with a meaningful message until the modem finishes the 
reconfiguration.  

 

The device return message has to be acknowledged using the corresponding button before accessing again 
the Web Manager. After a successful application of the changes, it is necessary to login again. 

 

The page can also be blocked when the communication is lost between the browser and the device. This 
happens when remotely reconfiguring a repeater or after changing the IP address of the modem. 
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A recovery check is performed every 30 sec. In case of success, the access to the Web Manager is restored. 



 

Proprietary – See Copyright Page 27 e-terrapowercom Operation Manual 

 

3.2 Status 

3.2.1 BPLC / Topology 
This sub-tab is dedicated to the visualization of the real time BPLC network topology. Please refer to section 
§2.2 for details. 

BPLC system uses a proprietary protocol for a distributed automatic discovery of the network.  

Every modem can provide a complete overlook of the BPLC network it belongs to.  

 

 

On the graph, the Head-End is shown in orange and Repeaters in light yellow. The modem whose Web 
Manager is displaying the view is shown in white. 

 

 
 

 

Data can be refreshed by the user, especially the two raw throughput values on every connection. 

At the bottom of the graph, a table summarizes all the connections between nodes. 

 

Note: hostnames can be manually set in every modem’s web manager. Please see section §3.3.10. 
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3.2.2 BPLC / SNR View 
This sub-tab is dedicated to the visualization of the BPLC direct neighbors connections. 

Select a neighbor from the list and click on Plot button to see a snapshot of SNR and BPC curves for both Rx 
and Tx links. 

 

SNR is the modem estimation for the Signal to Noise Ratio while BPC is the resulting Bit Per Carrier modulation 
scheme.  

 

SNR is expressed in dB in correspondence with the vertical scale. 

BPC is in number of bits, from 0 to 10. Every 5 dB step in the vertical scale is a 1 bit step for BPC (0 dB = 0 bits, 
50 dB = 10 bits) 

The higher the SNR, the higher the BPC should be. If not, the SNR is probably not stable. Refresh the display 
several times and see how much the SNR varies. 
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3.2.3 BPLC / Advanced 
This sub-tab is dedicated to advanced monitoring tools mainly used for debug. 

Click on one of the three buttons and see the result in the right hand side of the page. 

 

 

Bridge shows the MAC addresses learnt in the BPLC Bridge:  

• Pt 05 corresponds to all addresses learnt from the Ethernet ports + internal Ethernet MAC address. 

• Pt 07 corresponds to static entries including broadcast/multicast addresses and the BPLC MAC 
address of the modem. 

• Pt 9 and above correspond to all addresses learnt from BPLC interfaces 

• Pt 128 only has the broadcast address 

 

 

 

 

 

 

 

 

 

 

 

 



 

Proprietary – See Copyright Page 30 e-terrapowercom Operation Manual 

 

 

Spanning-Tree shows the status of the spanning-tree instance running in the BPLC interface. 

The root bridge with its priority is shown in ROOT(…)  

Interfaces IF(05/5005), IF(07/5007), IF(09/5009)…have the same ID correspondence than Pt values in the Bridge 
table. 

 

 

Access Protocol shows: 

• In Head-End and Repeaters, a Profiles Manager Slave Information Table with current and past, 
authorized and not authorized neighboring slaves. 

 

• In Repeaters and End-users, an access protocol table (ACCPROT TABLE) with all the reachable 
masters using the same signal mode 
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3.2.4 Networking / Tools 
This sub-tab offers 3 network test tools. 

 

After defining the target IP address, click on: 

• Ping to send 5 ICMP requests to the target and see the resulting 2 ways latency 

 

 

• Traceroute to visualize the intermediate IP routing elements to reach the destination address 

 

 

• Iperf to send a TCP traffic to another BPLC modem target and check the resulting bandwidth. 
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3.2.5 Networking / ARP/Bridge 
This sub-tab offers two network visualization tools. 

 

 

Click-on: 

• ARP to visualize the IP’s and the MAC table of the modem 

 

 

• Bridge table of the MAC and the port table of the modem. In this table: 

o ports 1 to 4 are front side Ethernet ports 

o port 5 and 6 are internal 

o port 7 is BPLC port 
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3.2.6 Networking / Interfaces 
This sub-tab is dedicated to the visualization of the statistics for the 4 Ethernet interfaces. 

 

Automatic Refresh 5 sec will continuously update statistics display. To stop the automatic refresh, click the 
button a second time. 

 

Statistics update can also be triggered manually using the Refresh button. 

 

Statistics can be cleared by a click on Clear Counters. 
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3.2.7 Networking / VPN 
This sub-tab offers status visualization for VPN connections. 

 

Click-on: 

• Refresh to get the VPN status 

• Clear to empty the output frame 

 

 

3.2.8 Logs 
This sub-tab is dedicated to the visualization of the modem internal system logs for debug reasons. 
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3.3 Configuration 

3.3.1 BPLC / Topology 
This sub-tab is dedicated to parameters related to BPLC network topology construction. Please refer to 
section §2.2 for details about authentication and association processes. 

 

Select a role for the modem (Head-End, 
Repeater or End-Point). 

 

 

 

If Head-End or Repeater, you can enable 
slaves authentication. A table for authorized 
slaves is then shown on the right hand side.  

 

 

 

 

Add authorized slaves to the list by filling the 
empty Name and MAC fields and clicking the 
right hand side button.  
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If Repeater or End-Point, you can select the 
Master Choice 

 

 

 

 

If automatic: 2 more parameters are 
available: 

• Preferred master MAC address 
(optional)  

• Minimum number of hops from the 
Head-end (mandatory, default is 0) 

  

 

If forced, 1 new parameter is available: 

• Forced master MAC address 
(mandatory) 
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3.3.2 BPLC / Signal 
This sub-tab is dedicated to parameters related to the BPLC signal transmission. Please refer to section §2.2.3 
for details. 

This page is split in 4 sections including one for output signal visualization. 

 

 

General section 

Set the retransmission mode to:  

• Fast (default): provides the highest IP 
bandwidth.  

• Secure: prevent duplicated packets and 
TCP sequence errors. 

  

 

Set the transmission gain from -12 dB to +3 dB 
(default is 0 dB) 
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Set the reception Automatic Gain Control 

• If enable: select minimum and 
maximum gain 

 

 

• If disable, select a fixed Rx gain 

 

 

Signal Mode section 

Select one or several frequency 
bands. 

Head-End can only have operate on 
one signal mode  

 

 

 

Repeaters and End-Points can support 

• all the modes (top check box) 

 
 

 

• a manually selected list of 
signal modes 
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Notch settings section 

Define a notch by entering a start and a stop frequency in MHz and clicking the add button.  

Note: notches cannot overlap. 

 

Signal Visualization section  

Check the output signal spectrum corresponding to the selected signal modes. See also the effect of defined 
notches.  

Horizontal axis is the frequency range labelled with start and stop frequencies of each selected signal mode.  

Vertical axis is relative output PSD depending on the reference PSD of the mode, the overall Tx gain and 
notches. 

Example #1: a modem is set to operate in any of the two network cells using signal modes #5 and #10. 
Notches are designed to prevent interferences to neighboring modems operating in the opposite signal mode.  

 

Example #2: a modem is set to operate in signal mode #6 from 4 to 34 MHz. Notches are designed to limit its 
level of pollutions in HAM radio bands. 
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3.3.3 BPLC / QoS 
This sub-tab is related to QoS parameters in the BPLC network. Please refer to section §2.3.4 for details. 

Enable / Disable QoS  

(Default is disabled) 

 

Enable / Disable priority-based mode to activate 
QoS policy over BPLC network cell token 
assignment 

 
 

If enabled, set: 

• a Latency step value (in ms) 

• Max latency targets across the BPLC 
network for each priority class.  

Max latencies are defined as multiple (x1, 
x2, x4 or x8) of the Latency Step. 

 

If QoS is enabled: 

• Set default priority for unclassified service 
(type of traffic) 

• Select 2 service classification criteria 
based on: 

o 802.1q tag of Ethernet frames, 

o TCP Type Of Service tag, 

o A combination of both, 

o or Custom parameters 

Note: Every incoming frame is assigned a priority 
according to a standard tag (802.1p or ToS) or user 
defined patterns. If the frame does not have a tag 
or does not match any pattern, it is assigned the 
default priority. 
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If a Custom Criterion is selected, set the list of 
offsets, bitmasks and patterns for this criterion. 

 

Note: Every incoming raw frame is compared to a 
main pattern. If it matches, it is then tested with all 
class patterns in order to assign the corresponding 
priority. 

 

 

 

 

Note: for advanced QoS configuration, it is recommended to leave default parameters. Please contact your 

support team if any specific requirement. 
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3.3.4 Networking / Network 
This sub-tab is dedicated to the networking mode and IP interface(s) configuration. Please refer to section 
§2.3.1 for details. 

Select networking mode 

 

Configure IP parameters for IP1 interface: 

• In automatic mode (DHCP client) 

 
 

  

• in manual mode with IP, Mask and 
Gateway addresses 

 

 

 

If routing is enabled, configure IP parameters for 
IP2 interface. 

Only manual mode is available for this interface 

 

 

Note: IP1 is affected to the BPLC side (public area of the NAT) and IP2 to the Ethernet side (private area of the 
NAT). 

 

Note2: the Web Manager is only accessible on these IP addresses. Please ensure the settings are correct 
before applying changes. You may lose the connection to the Web Manager. Change the address in the URL 
bar of your browser and login again. 

 

Note3: IP conflicts can happen on a BPLC network. Make sure IP addresses (IP1 for switching and IP2 for 

routing modems) are unique in the network before connecting them together through BPLC. 
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3.3.5 Networking / Interfaces 
This sub-tab is dedicated to the configuration of the four front Ethernet interfaces. Please refer to section 
§2.3.5 for details about MAC addresses filtering. 

 

Enable / Disable Ethernet interfaces 

 

 

 

Set interfaces speed to auto-
negociation or manual: 

• 10 Mbps Half Duplex 

• 10 Mbps Full Duplex 

• 100 Mbps Half Duplex 

• 100 Mbps Full Duplex 

 

 

 

Enable / Disable MAC address 
filtering policy and set: 

• A white list 

• A black list 

If enable, enter the MAC address list 
below (type in the blank and click the 
add button) 
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3.3.6 Networking / VPN 
This sub-tab is dedicated to the configuration of VPN tunnels. Please refer to section §2.3.8 for details. 

 

Enable / Disable the VPN client 

 

Create a new VPN connection by loading 5 
configuration files 

For each file, click on the Browse button 
and select the file from your PC. Then click 
the Load button. 

 

After loading the 5 files, a new line appears 
in the Available Connections table below  

Repeat the operation for every VPN 
connection.  

 

 

 

 

 

Activate VPN connections in the Available 
Connection table. 

 

 

Note: a VPN client will automatically start for every active connection after the configuration changes are 
applied 
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3.3.7 Networking / DHCP Server 
This sub-tab is dedicated to the embedded DHCP server configuration. Please refer to section §2.3.6 for 
details. 

Enable / Disable the DHCP server 

 

If enabled, enter: 

• A default gateway IP address  

• A DNS Server IP address (optional) 

• A lease time in seconds 

 

 

Then enter a list of MAC / IP associations 
for fixed IP address attribution 

 

 

 

Enable / Disable dynamic IP attribution 

If enabled, set the corresponding IP pool 
range 
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3.3.8 Networking / VLAN 
This sub-tab is dedicated to VLAN configuration. Please refer to section §2.3.3 for details. 

Set each Ethernet port: 

• as ‘Access’ and set the 
VLAN ID (PVID) 

 

• as ‘Trunk’ and set a list of 
authorized VLAN IDs for 
this port. (use the add 
button) 

 

 

 

Set a list of authorized VLAN IDs 
on BPLC trunk port (use the add 
button) 

 

 

 

 

Set the Web Manager VLAN ID 

 

 

Warning: The Web Manager VLAN ID should appear somewhere in the association table otherwise the Web 
Manager will no longer be accessible. If any doubt, keep the following default configuration: 
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3.3.9 Networking / Port Forwarding 
This sub-tab is dedicated to the configuration of Port Forwarding feature. Please refer to section §3.3.9 for 
details. 

Set a rule for every traffic to forward 
across the NAT (from BPLC to Ethernet 
side) 

• TCP or UDP destination port of 
the incoming traffic 

• IP address and destination 
port of the target on the 
Ethernet side 

 

 

3.3.10 System / General 
This sub-tab is dedicated to the configuration of the modem’s identification parameters. 

Set the hostname for display in the top 
bar and in the BPLC topology (as seen 
in section §3.2.1).  

The hostname is limited to 20 alpha-
numerical characters. 

Write custom notes for display in the 
Home tab.  

This field is limited to 500 characters, 
including special characters. 

 

 

 

 

 

3.3.11 System / Account 
This sub-tab is dedicated to the configuration of the Web Manager access. 

Set Login and Password for the Web 
Manager access 

Set Web Manager session Timeout in 
seconds from 60 to 600 

Enable / Disable Home page display 
prior to user authentication 

Select HTTP (default) or HTTPS (secure) 
protocol 

 

 

Note: after switching to HTTPS, manually type https://... in the url bar of the web browser. The browser may 
detect an untrusted connection and ask for an exception. See the example below. 
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After typing https://192.168.0.22 in Mozilla Firefox URL bar, the following message is shown: 

 

Add Exception… 

 

…and confirm Security Exception 
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3.3.12 System / Time 
This sub-tab is dedicated to the configuration of the time synchronization of the BPLC modem. 

Select between two sync modes: 

• with user’s computer (default). 

  

• with NTP server. Set the IP address of the 
server. 

 

 

 

Note: user’s computer time reference is applied to the modem at every configuration change. This time 

reference is lost when the modem reboots. When using a NTP server, the modem performs a sync process 
during every restart 

 

3.3.13 System / Admin 
This sub-tab is dedicated to overall configuration management, restart and software upgrade. 

Click on Download Current Config to store the current configuration as an xml file on 
your computer.  

Stored configuration corresponds to the currently displayed configuration, including the 
pending changes. 

 

Click on Upload Config From File to load a configuration from an xml file stored on your 
computer. 

The configuration is loaded for display in the web manager but still not applied to the 
modem. It is possible to alter some parameters before clicking on Apply Changes. 

 

Click on Load Factory Config to restore default configuration. 

A confirmation is requested to the user before the factory configuration is applied. 

 

Click on Restart Device for a complete software restart of the modem. 

 

Click on Upgrade Software to enter the upgrade mode. 

A confirmation is requested to switch to the upgrade mode.  

Note: the exit from the upgrade mode requires a modem reboot. Do not enter upgrade 

mode unless necessary  
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3.4 Software Upgrade 
As described in section §3.3.13, software upgrade starts by a click on the corresponding button in the 
Configuration / System / Admin sub-tab. The Web Manager is then switched to a specific software upgrade 
mode.  

Note: the modem may be losing its configuration after upgrade. It is recommended to save the current 
configuration and restore it after upgrade (see section §3.3.13 for details). 

A new single tab page is shown. Top bar information data is replaced by Upgrading…  

 

 

 

Note: if you unintentionally enter this page, the only way out is the Restart Device button. 
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BPLC modem embedded software comprises 4 components: 

• A kernel 

• A file system RO 

• A file System RW 

• A BPLC Firmware 

The overall modem software version corresponds to a set of versions for each component. Please refer to 
release notes for more information. 

 

 

Check the current version for each 
component 

 

 

For every component to upgrade: 

• Select the component and 
browse for the corresponding 
.bplc file stored on your 
computer  

• Check component’s 
information in the status 
table. 

 

• Click on Send 

 

• The transfer may take a few 
tens of seconds.  

 

• Check the component status 
is Sent in the status table 
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• Click on Send 

 

• Wait for the Upgrade to finish 

 

• Check the component status 
is Upgraded in the status 
table 

 

When all necessary component have 
been upgraded, restart the modem 

 

Wait for the modem to restart 

 

Open a new web manager session 
using default IP address configuration. 
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4. Troubleshooting 
• I cannot access the Web Manager, not even the login page. 

1. Check your IP connectivity with the modem.  

2. If the modem is in routing mode, try the second IP address. 

3. If connected directly to the modem, make sure the Ethernet port was not disabled. Check the 
corresponding port LED is blinking. Also check MAC addresses filtering was not enabled for this port. 

4. If VLAN are implemented, make sure you are using an interface allowing the Web Manager VLAN ID. 
Also check if you do not need to tag frames before they enter this interface. If a remote modem, 
ensure VLANs are correctly configured across all the intermediate devices. Pay a specific attention to 
BPLC interfaces of all intermediate Repeaters. All of them must allow the Web Manager VLAN ID. 

 

• As soon as I enter the login page, I get a Communication lost error message. 

1. Check the IP connectivity with the modem is stable. 

2. Check you are using the right HTTP or HTTPS protocol. 

3. Hard reset the modem 

 

• When I try to access the page, I am warned with a security issue.  

1. If you are trying to connect to this modem with HTTPS for the first time, check the IP address in the 
URL bar is correct and accept to proceed. 

2. You can also lower the security restrictions in your browser preferences. Please contact your network 
administrator for advice. 

 

• I was suddenly disconnected and prompted for login again 

1. You probably reached the session inactivity timeout. Please note that not all browsing events are 
considered as activity. 

2. Login again and go to the Configuration/System/Account sub-tab to increase the timeout value. 

 

• The time displayed by the Web Manager is incorrect 

1. If you are using NTP, ensure the modem as a reliable IP connectivity with the NTP server. If so, restart 
the modem and see. 

2. If you are using a PC client based synchronization, ensure your make sure you already applied once a 
new configuration since the last reboot of the modem. Ensure your computer is set with the correct 
time and try to apply the configuration a second time 

 

• Iperf command is giving a Connection refused message 

1. Check the peer modem IP address is correct. 

2. Restart the peer modem, wait for IP connectivity recovery and try again. 
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• I am stuck in a Configuration sub-tab and cannot leave. 

1. Check you do not have any error message on the right hand side of the page. If so, follow the 
instructions and clear the message before trying to leave the page 

2. Check you are not trying to reach the Home or Status page while the bottom bar is visible. If so, Clear 
or Apply your changes before trying to leave the configuration section. 

 

• I get an error message when I try to apply configuration changes 

1. Clear your changes and modify the configuration again. 

2. If the problem persists, contact customer support to report the full error message and send the 
configuration xml file downloaded just before you try to apply the problematic changes. 

 

• I enabled the DHCP server but my computer cannot receive its IP configuration 

1. Check the server is correctly configured. If you are not using dynamic attribution, ensure the MAC 
address of your computer is correctly reported in the fixed IP addresses list. 

2. If you are using VLANs, make sure your computer is connected to the Web Manager VLAN. For 
verification purpose, manually configure your computer’s interface and try to ping the modem or 
access its Web Manager. Once the ping gives a successful answer, turn your computer’s interface 
back to DHCP client. 

 

• I changed my hostname but the top bar info are not updated. 

1. The top bar info are only updated every minute. Make sure you waited long enough to see the 
parameter change. 

 

• I changed my hostname but the topology is not updated. 

1. Hostnames and IP addresses can take more than a minute to be updated in the topology. Make sure 
you waited long enough to see the parameter change.  

 

• SNR View do not show any curve and N/A bandwidth 

1. The connection to the peer BPLC modem was probably lost during the last minute. 

2. Refresh peer nodes and see if it is still available. If available, try again by clicking on the View button. 

 

• After uploading an xml configuration file, some fields are left blank or the configuration sub-tabs have 
some unusual displays 

1. Check the syntax of your xml file and upload again. 

2. If the problem persists, contact customer support and send the problematic xml file. 


